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Introduction 

MarWatch 
MarWatch is a fault and performance management system designed to provide users with fast 
actionable problem resolution so that optimal service quality levels are maintained for end 
customers. 

MarWatch provides real-time alerts, detailed reporting and ubiquitous accessibility with secure 
remote access. 

Document Purpose and Intended Audience 
This document is intended for MarWatch deployments where the software is installed on a server 
in the customer network.  

For MarWatch Software as a Service (SaaS) deployments, where the software is hosted in the cloud, 
refer to the MarWatch System Guide.  

This document contains instructions for installing a new MarWatch system.  

For information required to administer and use a MarWatch monitoring system, refer to the 
MarWatch System Guide. 

Revision History 

 
Document Date Description 

June 15, 2015 Updated to reflect MarWatch R5.0 

June 29, 2015 Updated to reflect new installer. 

November 26, 2015 Updated to reflect MarWatch 5.1 

Documentation Conventions 

The following are the conventions used in this document: 

Description Example 

Links are underlined and colored Click on the New Admin link. 

Elements that require user input (text 
fields, checkboxes, etc…) are bold 

The Authorities section designates…  

Buttons and tabs are in quotes Click “Save”, click on the “Locations” tab 

Martello constructs are capitalized Customer, Admin, Probe, Location etc. 

Important notes are called out with 
italics and color 

Note: A Probe… 
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Before You Install 

MarWatch System Name, Domain and IP Address 
Before you start the installation you must have the IP address and a name for the MarWatch server.  

Ensure that: 

1. You have chosen a name for the MarWatch server; for example, mwserver. 

2. You know the domain name, for example company.com, that you want to use for the 
MarWatch server. If you do not want to use your company’s domain name, you can use a 
domain name such as local.net. 

3. The server name and domain name are combined to provide the Fully Qualified Domain 
Name (FQDN) for the MarWatch server. In the previous example, the FDQN is 
mwserver.local.net. 

4. You have the required IP address information, as follows: 

o A static IP address for the MarWatch server; for example, 172.16.1.222. 

o The Network Mask; for example 255.255.255.0. 

o The gateway IP address (for example, 172.16.1.1) and the DNS server IP addresses 
(for example, 172.16.1.2, and 8.8.8.8). 

5. Your DNS system is configured so that the MarWatch server FQDN resolves to the static IP 
address of the MarWatch server; for example, mwserver.local.net resolves to 
172.16.1.222. 

Email Server Information 
MarWatch can send alerts and reports using an SMTP server. 

Ensure you have the following information to configure the email server: 

 SMTP server name or address; for example, smtp.gmail.com 

 SMTP server port number; typically 25, 465 or 587. 

 SMTP encryption; yes or no  

 SMTP authentication; yes or no 

 STMP username and password (for authentication, if required) 

Recommended Server Capacity Requirements 
The MarWatch server software is provided as a VMware OVA.  

This is a virtual machine image that contains an Ubuntu 14.04 Linux server with the MarWatch 
server application, a MarWatch Probe, and middleware (for example, Java, Postgres, Apache Tomcat 
and Nginx). 

The resource requirements for MarWatch depend on the number of devices being monitored. 
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The following table describes the recommended virtual hardware based on the number of devices 
being monitored by MarWatch.  

 
No. of Monitored Devices CPU RAM Disk 

Up to 50 2 virtual CPUs, each vCPU operating at 1.5 GHz 2-6 GB 50 GB 

50 to 100 4 virtual CPUs, each vCPU operating at 1.5 GHz 2-6 GB 70 GB 

More than 100 Contact support for engineering assistance 
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MarWatch System Installation 

Server Installation 
To install the MarWatch server, do the following steps: 

1. Download the OVA file using the link provided by Mitel or Martello Technologies. 

2. Deploy the OVA file according to VMware instructions.  

3. Run the virtual machine and login to the virtual machine using the terminal console. The 
default Linux administrator credentials are: 

Username:  mwadmin 
Password:  changeme 

4. After login, the MarWatch Configuration Wizard guides you through the steps needed to 
configure the system: 

 

The steps are: 

a. Change the system administrator account password and make a note of the new 
password. 

b. Enter the server name; for example mwserver. 

c. Enter the domain name to use for the MarWatch server; for example local.net. 
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d. Enter IP address information for the MarWatch server: 

 Server IP address 

 Server IP subnet mask 

 Server IP local gateway 

 At least one DNS server 

The following is an example: 

 

e. Enter the email server SMTP information, used to send email alerts and reports. The 
following is an example: 
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f. On the following screen, choose Yes if you want to use TLS encryption for the 
connection to your email server. Martello recommends that you use TLS encryption. 

 

g. On the following screen, choose Yes if your email server uses user/ password 
authentication. 

 



MarWatch Installation Guide, Release 5.1  MarWatch System Installation 

November 26, 2015  Page 10 of 37 

If you selected Yes, enter your email username and password. 

 

The installer then configures the MarWatch server. This may take up to two or three minutes. 
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When it is finished, the installer shows a summary of the information you have configured for the 
MarWatch system. 

 

Note the information displayed in this last screen. You need it to configure the MarWatch system as 
described in “After You Install: MarWatch System Configuration” on page 12. 
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After You Install: MarWatch System 
Configuration 

You need to configure the MarWatch system before it can start monitoring your network. 

MarWatch is accessed with a standard web browser using a URL of the following format: 

https://<system_fqdn> 

For the example in “Before You Install” on page 5, the URL is: 

https://mwserver.local.net 

To configure MarWatch: 

1. Open the system URL in a web browser and log in using the default setup user id: 

setup user id:   setup@system_fqdn 
setup user password:  setup 

For the example in this document, the setup user id and password is: 

setup user id:   setup@mwserver.local.net 

setup user password:  setup 
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2. Once you have logged in, the following screen is displayed: 

 

3. Follow the steps in the chapter titled “Getting Started and MarWatch System 
Administration” in the MarWatch Quick Start Guide to set up MarWatch users, containers 
and devices. 

How MarWatch Organizes Data 
After installation, MarWatch must be configured before it can start to monitor your network. 

MarWatch uses the idea of containers, devices and users to enable you to organize how you want to 
view your network and devices. 

Container 
A container is a logical grouping of objects. Objects can include users, devices and other containers. 

Containers can be used to represent: 

 Geographical locations, such as Europe, North America, and Asia 
 Functional or organizational groupings, such as Research and Development, Support, 

Finance, and Manufacturing 
 Customer groupings, such as Large Customers, Small Customers, and Offshore Customers 

Containers can be of type None, Customer, Reseller, or Location. Container types are used for 
data queries or reports. 

There is no limit to the number of subcontainers or levels of subcontainers that can be created. 

At this level, MarWatch shows aggregated status and alarms for this container and all the objects 
that it contains. 
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Devices 

Devices are created within a container. Data reporting is done on a per container basis. So when a 
user accesses a dashboard page, it shows the data for the devices in that container and the devices 
in any subcontainer. 

Users 
MarWatch users are created within a container. A user’s scope is strictly limited to that container 
and all objects that it contains, including subcontainers. A user’s dashboard shows aggregated 
status and alarms for all the devices in their container and its subcontainers. 

Each user can also be granted permissions to perform tasks. So within a container, some users can 
do all administrative tasks, other users can only do some administrative tasks, while other users 
cannot do any administrative tasks. 

When a user attempts an administrative task, they must supply their login credentials before they 
are granted access to the required web pages. 

Note: Once a user has been added to a container, it cannot be moved to another container. 

Adding MarWatch Users 
Use the setup@system_fqdn account to create your own MarWatch administrator account with 
admininistration privileges. Refer to the MarWatch Quick Start Guide and the MarWatch System 
Guide for details. Once you have created your own MarWatch administrator account, delete the 
setup@system_fqdn account.  

Note that user names are email addresses; for example mwadmin@local.net and mwuser@local.net.  

Adding Containers 
At installation, the MarWatch system has a root container called MarWatch.  

Create other containers that map to the way you want to group network devices and MarWatch 
users. 

For example, you can create an MX-ONE container within which you could add MX-ONE systems 
(telephony servers) and application servers. 

Container Examples 
Here are possible MarWatch container and user organizations for small and large enterprises 

Small Enterprise 
The following diagram shows a possible MarWatch configuration for a small organization. 

mailto:mwadmin@local.net
mailto:mwuser@local.net
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 User1 is part of the container labeled Customer1. User1 has full administrative privileges 
and can create subcontainers such as Office1 and Office2, as well as other users such as 
User2 and User4. User1’s dashboard shows alarm and status information for both offices 
and all devices. 

 User2 is part of the container labeled Office1. User2 was created by User1 and was 
granted administrative privileges for creating containers only. User2 could use these 
privileges to create subcontainers in Office1 representing floors and place new devices in 
those containers. User2’s dashboard shows alarm and status information for Office1 and 
its devices only. 

 User3 is part of the container labeled Office1. User3 was created by User1 but was not 
granted any administrative privileges. User3’s dashboard shows alarm and status 
information for Office1 and its devices only. 

 User4 is part of the container labeled Office2. Like User2, User4 was created by User1 and 
was granted administrative privileges for creating containers only. User4’s dashboard 
shows alarm and status information for Office2 and its devices only.  

 User5 is part of the container labeled Office2. Like User3, User5 was created by User1 but 
was not granted any administrative privileges. User5’s dashboard shows alarm and status 
information for Office2 and its devices only. 

Large Organization 
The following diagram shows a possible MarWatch configuration for a large organization. 
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 User1 is part of the container labeled Customer1. User1 has full administrative privileges 
and can create subcontainers such as East Coast, Central, and West Coast, as well as other 
users such as User2 and User4. User1’s dashboard shows alarm and status information for 
all regions, organizations, and devices. 

 User2 is part of the container labeled East Coast. User2 was created by User1 and was 
granted administrative privileges for creating containers only. User2 could use these 
privileges to create subcontainers in East Coast representing a new organization, such as 
Customer Service, new devices in those containers. User2’s dashboard shows alarm and 
status information for East Coast and all its devices only. 

 User3 is part of the container labeled East Coast. User3 was created by User1 but was not 
granted any administrative privileges. User3’s dashboard shows alarm and status 
information for East Coast and all its devices only.  Similarly, if a user is created in the 
Manufacturing container, their dashboard would show only alarm and status information 
for Manufacturing devices. 

 User4 is part of the container labeled Central. Like User2, User4 was created by User1 and 
was granted administrative privileges for creating containers only. User4’s dashboard 
shows alarm and status information for Central and all its devices only.  

 User5 is part of the container labeled Central. Like User3, User5 was created by User1 but 
was not granted any administrative privileges. User5’s dashboard shows alarm and status 
information for Central and its devices only. 
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MarWatch Licensing 

MarWatch includes a licensing framework to enable tracking of purchased and authorized system 
capabilities. The licensing framework covers devices, capacity and services. 

After initial installation, the MarWatch system uses a default system licensing policy that allows the 
system to operate for a trial period of 30 days before licensing. After 30 days, the system warns that 
licenses have expired and applies a further 30 days grace period before the system stops providing 
the licensed capability. 

To use the MarWatch system beyond this period, you need to acquire and install the appropriate 
MarWatch licenses. 

Container GUID 
MarWatch licenses are tied to a globally unique identifier (GUID) for each MarWatch system 
container. 

You need to provide this GUID as part of the license order process so that license can be created for 
your system. 

To find your system GUID, log in as a user with System Administration privileges. Make sure you 

are on the root MarWatch container, click on the Settings icon, then select the License Policy 
menu. 

The resulting window displays the license policy and GUID for the container: 
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In this example, the Container GUID is 51ada69c-e1d9-4ce8-bb3b-ecae7864de79.  

You can use the MarWatch License Policy window to install updated license policies if required. 

Trial Licenses 
You can use trial licenses to start monitoring devices before you receive MarWatch licenses. 

The steps to create a trial license are: 

1. Create the device in MarWatch. 

 

2. After the device has been created, open the dashboard for the device and select Licenses 
under the Settings icon: 
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3. The License page shows the licensing status of the device. It shows licenses that are specific 
to that device and the status of each of those licenses. To obtain a trial license, click on the 
Start Trial button for any unlicensed MarWatch feature that you want to use:  

 

MarWatch generates and applies the trial license. The trial license expiry date is displayed. 

 

MarWatch then starts collecting performance and fault management data from the device. 
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Installing the MarWatch CA Certificate for 
Web Browsers 

The MarWatch server uses TLS to ensure that the connection between your browser and the server 
is secure. 

When your MarWatch server is installed, it generates a unique Certification Authority (CA) 
certificate that can be used to ensure that the connection between your browser and the MarWatch 
server is secure. This is the MarWatch CA certificate, stored in the cacert.crt file. 

The CA certificate allows your browser to provide: 

 Authentication – confirms that the web address you are using is connected to the 
MarWatch server; and 

 Encryption – ensures that no one else can read the data being sent between your browser 
and the MarWatch server 

By default, the system uses a self-signed Certificate Authority (CA) certificate to approve 
connections to the MarWatch server. You can optionally install an alternative CA certificate. See 
“Installing an Alternative CA Certificate” on page 35.  

Unless you install the MarWatch server CA certificate for your web browser, it displays a certificate 
warning when navigating to MarWatch. The following is an example: 

 

To avoid this warning and to ensure connection security, install the MarWatch server CA certificate. 
To download the certificate from MarWatch, use the following URL:  

https://<server_FQDN>/cacert.crt 

For the example in this document, the URL is: 

https://mwserver.local.net/cacert.crt 

You can confirm that the certificate has been correctly installed by clicking on the lock icon (  or 
) to the left of the URL in the MarWatch browser window. 
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Windows – Chrome and Internet Explorer 

1. Download the cacert.crt file from the MarWatch server by navigating to: 

https://<marwatch_server>/cacert.crt 

2. A privacy warning is displayed in your browser as follows: 

For Chrome: 

 

For Internet Explorer: 
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3. Continue to the web page and download the cacert.crt file as follows: 

For Chrome: 

a. Choose Advanced. When the panel expands, choose Proceed to 
<marwatch_server> (unsafe) to download the cacert.crt file. 

For Internet Explorer: 

b. Choose Continue to this website (not recommended) and download the 
cacert.crt file. 

4. Go the folder where you downloaded the cacert.crt file and right-click on the file name. 

5. Select Install Certificate.  
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6. Use the Certificate Import Wizard to import the certificate: 

a. Ensure that the cacert.crt file is installed as a Trusted Root Certificate. 

 

b. When prompted, confirm that you want to install cacert.crt as a Trusted Root 
Authority.  

 

7. Close and restart the browser. 

The MarWatch CA certificate is now installed for your Windows account. 
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Windows CA Certificate Troubleshooting 
If you encounter problems using the MarWatch CA certificate, try the following steps before 
contacting support. 

1. Quit and restart the browser. 

2. Check the MarWatch CA certificate is installed as a Trusted Root Certification Authority: 

a. Open Internet Explorer, go the Tools / Internet Options menu. 

b. Select Contents / Certificates. 

c. Go the Trusted Certification Authority tab. 

 

d. Verify that the MarWatch CA cert is installed. 
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If the MarWatch CA certificate is not installed, or if it is installed as any kind of 
certificate other than a Trusted Root Certification Authority, delete and reinstall. 

Firefox –Windows and OS X 
Mozilla Firefox does not use the Windows or OS X certificate storage facilities. It implements its 
own certificate management. 

To install the MarWatch CA certificate in Firefox. 

1. Download the cacert.crt file from the MarWatch server by navigating to 
 
https://<marwatch_server>/cacert.crt  

2. A warning is displayed indicating that the Connection is untrusted. 
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3. Choose Add Exception.  
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4. Confirm the security exception in the resulting dialog. Ensure that the checkbox 
Permanently store this exception is left unchecked. 

 

5. Click OK in the next dialog to confirm the installation of the CA certificate. Ensure that the 
Trust this CA to identify websites checkbox is selected. 

 

6. Quit and re-open Firefox. 

The MarWatch CA certificate is now installed for Firefox. 

Firefox CA Certificate Troubleshooting 
If you encounter problems using the MarWatch CA certificate, try the following steps before 
contacting support. 

1. Close and restart Firefox. 
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2. Check the MarWatch CA certificate is installed as a Trusted Root Certification Authority: 

a. Open the Firefox Options menu. Choose Advanced and then the Certificates tab. 

 

b. Click on View Certificates and choose the Authorities tab. 

 

c. Verify that MarWatch Application is listed. 

If the certificate cannot be found, download it from the MarWatch server and reinstall, 
making sure to import the MarWatch cacert.crt file from the Authorities tab and to 
authorize it to verify websites. 
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If you get an error message such as the following: 

 

then do the following: 

1. Clear your browser history. 

2. Go to the Firefox Options menu, Advanced options, Certificates tab, delete the 
MarWatch Application certificate from any of the Certificates tabs it may appear. 

3. Reinstall the cacert.crt file. 

4. Close and restart the browser. 

OS X – Chrome and Safari 

1. Download the cacert.crt file from the MarWatch server by navigating to 
 
https://<marwatch_server>/cacert.crt 
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2. A privacy warning is displayed in your browser as follows: 

For Safari: 

 

For Chrome: 

 

3. Continue to the web page and download the cacert.crt file. 

4. Go the folder where you downloaded the cacert.crt file and right-click on the file name. 
This action opens the Keychain Access application and asks you to approve adding the 
cacert.crt file to your system keychain. 

For Safari: 
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For Chrome: 

 

5. Approve the action with your OS X user ID and password. 

6. Close and restart the browser. 

The MarWatch CA certificate is now installed for your OS X account. 

OS X CA Certificate Troubleshooting 
If you encounter problems using the MarWatch CA certificate, try the following steps before 
contacting support. 

1. Quit and restart the browser (Safari or Chrome). 

2. Check the MarWatch CA certificate is installed as a Trusted Root Certification Authority: 

a. Open the Keychain Access application and search for MarWatch. 
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b. Double click on the MarWatch Application. 

 

c. Check that the certificate is marked as trusted for this account. 

If the certificate cannot be found, download it from the MarWatch server and 
reinstall, making sure to trust the certificate. 
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Installing the MarWatch CA Certificate for 
Probes 

The MarWatch server uses TLS to ensure that the connection between MarWatch probes and the 
MarWatch server is secure. When your MarWatch server is first installed, it generates a unique self-
signed Certification Authority (CA) certificate. 

Note: MarWatch Probes must have the correct certificate to connect to the MarWatch server. If 
you are using the default MarWatch CA certificate, then it must be installed with the Probe. If 
you have replaced the MarWatch CA certificate with a certificate provided by recognized CA, 
you do not need to install the MarWatch CA certificate. 

Installing the CA Certificate for a Linux Probe 
These instructions apply to the Linux RPM, MiCollab Blade, and Virtual Appliance Probe software 
packages. Refer to the MarWatch System Guide for a description of these Probe software packages. 

Some variations may be required if you are installing the Probe on a different Linux platform. 

The Root Certificate file must be added to Java JRE cacerts file. To do so, do the following steps: 

1. Download and extract the Root Certificate file to the Linux system where the Probe is 
planned to be installed.  From your home directory, run the following command using the 
URL for the MarWatch CA certificate: 
 
wget --no-check-certificate https://server_FQDN/cacert.crt 

 
For the example in this document, the command is: 
 

wget --no-check-certificate mwserver.local.net/cacert.crt 

 
2. Find the location of the Java JRE cacerts file with the following command:  

 
sudo find / -name "cacerts" 
 
The following is a typical result: 
 
/usr/lib/jvm/java-8-oracle/jre/lib/security/cacerts 

 
3. Run the following command to add the Root Certificate file to the Java JRE cacerts file: 

 
sudo keytool -import -keystore <path to java jre cacerts file> -alias 

martellocA -file <path to the extracted Root Cert file> 

 
For the example in this document, the command is: 
 
sudo keytool -import -keystore /usr/lib/jvm/java-8-
oracle/jre/lib/security/cacerts -alias martelloca -file ~/cacert.crt 

 
4. When prompted, supply the password for the Java JRE cacerts file. The default password is 

changeit. Do not change the password for the Java JRE cacerts file. 
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Installing CA Certificate for a Windows Probe 
The Root Certificate file must be added to Java JRE cacerts file. To do so, do the following steps: 

1. Download and extract the Root Certificate file to the Windows system where the Probe is 
planned to be installed.  Use a web browser and navigate to the following URL: 
 
https://server_FQDN/cacert.crt 

 
For the example in this document, the URL is: 
 
htps://mwserver.local.net/cacert.crt 

 
2. Find the location of the Java JRE cacerts file. Typically, it is located in the Java JRE 

installation directory. The following is an example: 
 
C:\Program Files\Java\jre1.8.0_31\lib\security\cacerts 

 
3. Open a Command Prompt window as a Windows administrator: 

a. Navigate to Start > All Programs > Accessories. 
b. Right-click on Command Prompt. 
c. Select Run as Administrator. 

 
4. Run the following command in the Command Prompt window to add the Root Certificate 

file to the Java JRE cacerts file: 
 
keytool -importcert -keystore "<path to java jre cacerts file>" -alias 

marwatchca -file "<path to the extracted Root Cert file>" 

 
The following is an example: 
 
keytool -importcert -keystore " C:\Program 

Files\Java\jre1.8.0_31\lib\security\cacerts" -alias marwatchca -file 

"C:\Users\rsally\Documents\cacert.crt" 

 
5. When prompted, supply the password for the Java JRE cacerts file. The default password is 

changeit. Do not change the password for the Java JRE cacerts file. 

Note: When using the Windows keytool command, you must use quotes to specify file paths. 

Probe Installation and Configuration 
After preparing the certificate, follow the appropriate Probe installation and configuration 
procedure described in the MarWatch System Guide. 
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Installing an Alternative CA Certificate 

The following procedure applies only if you want to use your own Certification Authority (CA) 
certificate or a CA certificate provided by a recognized CA instead of the MarWatch self-signed 
certificate. 

Note: If you install your own CA certificate, you also need to install it for web browsers and for 
MarWatch Probes. See “Installing the MarWatch CA Certificate for Web Browsers” on page 20 
and “Installing the MarWatch CA Certificate for Probes” on page 33. 

Procedure Prerequisites 
You need the following files: 

 Your private certificate key; for example private.key. 
 The certificate that has been signed by a recognized CA; for example public.crt. 
 The CA root certificate; for example, root.cert. 

Procedure Steps 
The following instructions assume you use the sudo/vi editor. MarWatch also provides the 
sudo/nano editor. You can use either one to update files.  

To replace the self-signed certificate with one from a recognized CA, do the following steps: 

1. Copy all three files (for example, private.key, public.crt, and root.cert) from your local 
machine to the MarWatch server. 

If you are using a Linux local machine and the IP address of the MarWatch server is 
10.10.5.10: 
scp private.key root@10.10.5.10:/mwadmin/ 

scp public.crt root@10.10.5.10:/mwadmin/ 

scp root.cert root@10.10.5.10:/mwadmin/ 

If you are using a Windows local machine: 
a. Start the WinSCP application. 
b. Connect to the MarWatch server. 
c. Using the WinSCP GUI, drag the three files to the target MarWatch server. 

2. On the MarWatch server, move all three files to the following location: /etc/nginx/certs/: 
sudo mv private.key /etc/nginx/certs/ 

sudo mv public.crt /etc/nginx/certs/ 

sudo mv root.cert /etc/nginx/certs/ 

3. Change your working directory to be /etc/nginx/certs/:  

cd /etc/nginx/certs/ 

4. Run the following command to combine your signed public certificate to the root 

certificate. 

sudo bash -c "cat /etc/nginx/certs/public.crt /etc/nginx/certs/root.crt >> 

/etc/nginx/certs/chained.crt" 

The previous sudo bash command combines the public.crt file with the root.crt file to 
create a new third file called chained.crt. The chained.crt file is used in subsequent steps. 
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5. Open your nginx.conf file to include your certificates for use: 

sudo vi /etc/nginx/nginx.conf 

6. Locate the following two lines in the nginx.conf file. 

ssl_certificate        /etc/nginx/certs/marwatch_chained.crt; 

ssl_certificate_key    /etc/nginx/certs/marwatch.key; 

7. Press i to enter edit mode. 

8. Perform the following changes. Ensure the names match the names of your files 

from:  ssl_certificate    /etc/nginx/certs/marwatch_chained.crt; 

to:  ssl_certificate    /etc/nginx/certs/chained.crt; 

from:  ssl_certificate_key   /etc/nginx/certs/marwatch.key; 

to:  ssl_certificate_key   /etc/nginx/certs/private.key; 

The first change configures ssl_certificate to be your file created in Step 3. 

The second change configures ssl_certificate_key to be your private certificate key: 

private.key. 

9. Press esc to leave edit mode and return to command mode. 

10. Press :wq to save and close the nginx.conf file. 

11. Restart nginx for your changes to take effect: 

sudo /etc/init.d/nginx restart 
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Advanced Configuration Editing 

You can edit the internal MarWatch configuration file to correct any mistakes made while entering 
SMTP server configuration information when installing the MarWatch server. 

Note: Be careful when editing this file. Errors can introduce unexpected behaviors. 

1. Connect to MarWatch using either the VMware console or SSH. 

2. Edit the file /etc/marwatch/config.properties using either sudo/vi or sudo/nano; both are 
available in the system. 

#On-Premise SMTP 

martello.notifier.email.enabled=true 

martello.notifier.email=SMTPEmailNotifier 

martello.notifier.email.fromAddress= 

martello.notifier.email.replyToAddress= 

 

martello.notifier.email.enabled=true 

martello.notifier.email.smtp.server= 

martello.notifier.email.smtp.port=25 

martello.notifier.email.smtp.username= 

martello.notifier.email.smtp.password= 

martello.notifier.email.smtp.secure.tls=true 

martello.notifier.email.smtp.secure.auth=false 

 

#On-Premise SMTP 

martello.reports.sender=SMTPReportSender 

martello.reports.sender.fromAddress= 

martello.reports.sender.replyToAddress= 

 

martello.reports.sender.smtp.server= 

martello.reports.sender.smtp.port=25 

martello.reports.sender.smtp.username= 

martello.reports.sender.smtp.password= 

martello.reports.sender.smtp.secure.tls=true 

martello.reports.sender.smtp.secure.auth=false 

3. Update the martello.notifier.email and the martello.reports.sender parameters as 
required.  

4. Save your changes to the file. 

5. Reboot the server with the following command. 
 
sudo shutdown -r now 
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